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PrivacyPrivacy, Public Life, , Public Life, SecuritySecurity

Privacy is a societal valuePrivacy is a societal value

Relation between privacy and public life has subtly changedRelation between privacy and public life has subtly changed

Amount of generated personal data has skyrocketedAmount of generated personal data has skyrocketed

More careless handling of personal informationMore careless handling of personal information

Most of these phenomena take place in urban settingsMost of these phenomena take place in urban settings

VulnerabilityVulnerability forfor terroriststerrorists attacksattacks isis a a mainmain drivingdriving force force forfor diffusiondiffusion and and 
adoptionadoption of of securitysecurity technologiestechnologies

NeverthelessNevertheless securitysecurity technologiestechnologies aimaim at at combatingcombating crimecrime in in generalgeneral
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SecuritySecurity ExpendituresExpenditures in Germanyin Germany

Federal Federal expendituresexpenditures: 3.5 : 3.5 billionbillion Euro (2008)Euro (2008)

Federal Federal CriminalCriminal Police Office: 13% on ICT (2008)Police Office: 13% on ICT (2008)

Electronic Electronic safetysafety featuresfeatures and and equipmentequipment marketmarket volumevolume: 2.3 : 2.3 billionbillion Euro Euro 
(2006)(2006)
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SafetySafety and and SecuritySecurity Features and EquipmentFeatures and Equipment
in Urban in Urban AreasAreas

Information Information systemssystems

ExpertExpert systemssystems

WorkflowWorkflow managementmanagement systemssystems

HelpHelp systemssystems

MonitoringMonitoring networksnetworks

GIS GIS applicationsapplications

DataData miningmining

AugmentedAugmented realityreality

UbiquitousUbiquitous computingcomputing
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ICT ICT SupportedSupported SecuritySecurity TechnologiesTechnologies
Video Video surveillancesurveillance

No No attemptattempt to to establishestablish a a nationwidenationwide surveillancesurveillance schemescheme

Video Video surveillancesurveillance activitiesactivities shouldshould bebe restrictedrestricted to to crimecrime hotspotshotspots

German Federal German Federal ConstitutionalConstitutional Court Court decideddecided thatthat CCTV CCTV schemesschemes areare notnot
allowedallowed ifif thisthis infringesinfringes thethe right of personal right of personal informationinformation of of personspersons
randomlyrandomly passingpassing monitoredmonitored areasareas
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ICT ICT SupportedSupported SecuritySecurity TechnologiesTechnologies
Biometric access systemsBiometric access systems

IntegratingIntegrating biometricbiometric datadata in in identificationidentification documentsdocuments and and usingusing biometricbiometric
traitstraits forfor identificationidentification and and accessaccess controlcontrol

NumberNumber of operational of operational biometricbiometric ID ID systemssystems in Europe in Europe increasedincreased fromfrom
aroundaround 8,500 (1996) to 8,500 (1996) to overover 150,000 (2004)150,000 (2004)

UsingUsing severalseveral kindskinds of of biometricsbiometrics multipliesmultiplies privacyprivacy problemsproblems
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ICT ICT SupportedSupported SecuritySecurity TechnologiesTechnologies
RFIDRFID

MicrochipMicrochip technology technology whichwhich enablesenables contactcontact--freefree datadata transfertransfer

RecognizeRecognize objectsobjects, , authenticateauthenticate documentsdocuments and and commercialcommercial goodsgoods, , 
optimizeoptimize processesprocesses, , i.ei.e. . automateautomate logisticslogistics, , supportsupport accessaccess controlcontrol and and 
tracktrack vehiclesvehicles and and monitormonitor thethe environmentenvironment

ThreatsThreats concerningconcerning privacyprivacy: : trackingtracking and and profilingprofiling, personal , personal relatedrelated tags, tags, 
tag tag presencepresence spottingspotting, , combinationcombination of tag of tag informationinformation, , followingfollowing a a uniqueunique IDID
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TechnologicalTechnological--OrganizationalOrganizational ConvergenceConvergence
in an Urban in an Urban SettingSetting

CombinationCombination of a of a rangerange of of technologiestechnologies

DevelopmentDevelopment of of complexcomplex identificationidentification, , entryentry and and surveillancesurveillance systemssystems and and 
multiplyingmultiplying thethe risksrisks concerningconcerning privacyprivacy

EconomicEconomic changeschanges ((e.ge.g. . dropdrop--offoff in in pricesprices of of computercomputer memorymemory))

TechnologicalTechnological developmentsdevelopments ((e.ge.g. . higherhigher capacitycapacity of of storagestorage media)media)

StoringStoring and and managingmanaging datadata isis easiereasier

StoringStoring informationinformation withoutwithout specificspecific justificationjustification oror purposepurpose isis becomingbecoming an an 
increasinglyincreasingly popularpopular precautionaryprecautionary measuremeasure

TheThe publicpublic isis moremore inclinedinclined to to allowallow theirtheir personal personal datadata to to bebe filedfiled

Ex post Ex post accessaccess to to datadata whichwhich was was originallyoriginally gatheredgathered forfor different different purposespurposes

AttemptsAttempts to to balancebalance privacyprivacy and and securitysecurity shouldshould focusfocus acrossacross applicationsapplications
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CitiesCities as as unsafeunsafe placesplaces

„„UnmanageableUnmanageable areasareas“ “ suspectedsuspected of of harbouringharbouring securitysecurity threatsthreats

PerceivedPerceived safetysafety of a of a certaincertain locationlocation seemsseems to to becomebecome a a locationallocational factorfactor

PrivacyPrivacy issuesissues areare weighedweighed up up againstagainst thethe necessitynecessity to to createcreate safesafe urban urban 
environmentsenvironments
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„„FortificationFortification“ of “ of citiescities

StepStep--byby--stepstep introductionintroduction of of securitysecurity measuresmeasures, , securitysecurity technologiestechnologies and and 
architecturalarchitectural featuresfeatures whichwhich promotepromote safetysafety::

Public and Public and investorsinvestors beginbegin to to paypay moremore attentionattention to to whatwhat happenshappens aroundaround

Informal Informal surveillancesurveillance systemsystem

UpgradedUpgraded securitysecurity technologytechnology

TightenedTightened regulationsregulations controllingcontrolling activitiesactivities in in publicpublic placesplaces

Construction of Construction of fencesfences, , barricadesbarricades and and gatesgates

Fundamental Fundamental fortificationfortification constitutesconstitutes a massive a massive infringementinfringement in in privacyprivacy issuesissues

AppropriateAppropriate implementationimplementation maymay helphelp to to minimizeminimize interventionsinterventions in urban in urban structuresstructures
(„(„intelligenceintelligence insteadinstead of of cocretecocrete“)“)



Deutsches Institut für UrbanistikDeutsches Institut für UrbanistikDeutsches Institut für Urbanistik

„„ArchipelagosArchipelagos“ of “ of safetysafety

CategorizationCategorization of urban of urban spacesspaces accordingaccording to to theirtheir levellevel of of securitysecurity

„„UndefinedUndefined areasareas“ “ labelledlabelled as as unsafeunsafe

TechnologicalTechnological surveillancesurveillance supportssupports increasedincreased entryentry restrictionsrestrictions

TechnologicalTechnological surveillancesurveillance individualizesindividualizes accessaccess regulationsregulations („(„softwaresoftware--
sortedsorted geographiesgeographies“)“)

Transformation of Transformation of thethe nature of nature of publicpublic spacesspaces

As As thethe boundariesboundaries betweenbetween publicpublic and private and private spheresphere blurblur thethe needneed forfor
appropriateappropriate privacyprivacy regulationsregulations increasesincreases
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ConclusionConclusion

SecuritySecurity technology technology isis eithereither demonizeddemonized oror uncriticallyuncritically espousedespoused

Potential Potential benefitsbenefits and and risksrisks of of securitysecurity technology technology havehave hardlyhardly everever
beenbeen evaluatedevaluated in in specificspecific contextscontexts

Urban Urban securitysecurity regimesregimes areare developingdeveloping -- moremore in in responseresponse to to eventsevents
and ad hoc and ad hoc securitysecurity demandsdemands thanthan as well as well thoughtthought--outout, integrative , integrative 
programmesprogrammes

Not bargaining privacy for access to public places, Not bargaining privacy for access to public places, to to participateparticipate in in 
publicpublic life and to life and to makemake citiescities and and townstowns safesafe

Balancing privacy, public life and security Balancing privacy, public life and security 
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Further Information

http://www.difu.de/extranet/edoc.php?id=N403LKI7
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